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Anbox Cloud

Run Android™ your way: containerized for scale
and virtualized for full system control.

Test, validate, and run Android in the cloud with the The new virtualized Android feature lets platform developers,

same precision as on physical devices, thanks to Anbox OEMs, and Android system engineers run full Android systems,

Cloud’s latest feature: virtualized Android. with their own kernel and system settings, in an efficient, scalable
cloud.

Anbox Cloud can now run complete Android system

images in isolated virtual machines (VMs), alongside This environment gives you full control while benefiting from

the existing containerized Android runtime. Anbox Cloud's automation, orchestration, and streaming features.

KEY BENEFITS Full Android system control Gain full control over your Android system development,

validation, and customization. Run Android in separate
VMs with its own kernel and system services. Your
custom image will run even with a highly modified kernel
and customized low-level system components.

Cloud-scale Android Anbox Cloud makes scaling straightforward. Use our
infrastructure platform’s automation, APIs, and orchestration tools to
start, run, and launch large numbers of Android instances.

High-fidelity system Maintain system behavior close to real devices by preserving

validation Android’s kernel ownership, SELinux enforcement, and
system assumptions. This makes sure that the results of
validation, testing, and debugging are still true to what
happens in real deployments, which lowers the differences
between development and production environments.

Unified Android platform Choose the best execution model for each workload: run
containerized Android and virtualized Android side-by-side
on the same Anbox Cloud platform with a single control
plane. No need to change tools, workflows, or processes.



CONTAINERIZED AND VIRTUALIZED ANDROID
AT SCALE

Canonical’'s Anbox Cloud is a fully supported platform

for running Android workloads in the cloud at scale. The
introduction of virtualized Android extends this platform to
support both application-optimized containerized Android
workloads and full system development scenarios.

HOW DOES ANBOX CLOUD WORK?

Originally, Android systems were made for mobile
devices: the operating system controls the kernel,
hardware interfaces, and system services.

However, there is an increasing demand to run Android workloads
in the cloud, where infrastructure can be scaled, automated,

and shared across teams. In traditional cloud environments,
workloads typically share a host kernel or run in highly abstracted
environments. While this model suits many applications, it
introduces limitations when Android needs to behave as a
complete system rather than just an application runtime.

* Run full Android system images on VMs
» Get support for custom Android kernels and system services
* Deploy AOSP-based system images right out of the box
» Harness Android reference images, like Cuttlefish
« Access scalable Android instance orchestration
» Enable Android session streaming based on WebRTC
* Get automated lifecycle management through APIs
* Benefit from straightforward compatibility with
Cl/CD pipelines and testing infrastructure
* Unify management for Android workloads that
are both containerized and virtualized

Anbox Cloud addresses this challenge through two
complementary approaches: containerization and virtualization.

Containerized Android enables fast startup times, high
density, and efficient scaling, making it well suited

for application-centric workloads. However, because
Android shares the host kernel in this model, it cannot
fully control or validate low-level system behavior.

Virtualized Android in Anbox Cloud solves this problem by
running Android in its own VMs. This lets the Android system keep
full control of its kernel, boot process, and system environment.
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Simplified diagram representing the Android kernel presence
and kernel boundary differences between the two models

Simplified diagram representing the SELinux enforcement
differences between the two models. This architecture keeps
the system's integrity while still letting you use the cloud-native
management tools that Anbox Cloud and LXD provide.



SUITABLE FOR BOTH CUSTOM
AND REFERENCE SYSTEM IMAGES

Many Android platform teams use their own system images
for development, testing, or validation. These images

often have changed kernels, vendor-specific components,
or platform-level changes that are hard to work with in
containerized environments. These images can run in the
cloud without any changes, thanks to virtualized Android.

This makes it possible to migrate device-level Android
workflows from physical labs to scalable cloud environments.

MANAGE GRAPHICS AND INTERACTIVE
WORKLOADS EFFORTLESSLY

Running Android interactively in the cloud presents
unique graphics problems because mobile GPUs
and data-center hardware are not the same.

Anbox Cloud fixes this problem by using a graphics architecture
that works with Android rendering pipelines in the cloud. This
lets hardware acceleration happen while still being compatible
with Android graphics APIs like OpenGL ES and Vulkan.
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Simplified diagram representing the consumption of custom
Android artifacts by Anbox Cloud to run a virtualized Android
instance - Bring your own Android / Cuttlefish image workflow.

Users can stream Android systems interactively, which
means they can do remote debugging, validation,
and testing workflows right from a browser.

Develop and validate Android system components such as
kernels, HALs, and system services in scalable cloud environments.

Run custom AAOS system images for infotainment, or cockpit
systems in an infrastructure that can be easily copied.

Use virtual devices that act like real hardware
to run large-scale Android test farms.

Use scalable virtual Android environments that can be
accessed from anywhere instead of physical device labs.



SERVICES FOR ANBOX CLOUD

Canonical offers a variety of options to help ensure
your Anbox Cloud deployments are straightforward,
optimized, and security-maintained.

Enterprise support: resolve issues faster and maintain

reliable operations at scale with Canonical’s expert
support for Anbox Cloud deployments.
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Managed service options: help your team focus on building
and validating Android workloads, instead of managing
infrastructure. Get Anbox Cloud as a fully managed service.

Consulting services: accelerate time to production and
reduce operational risk. Canonical experts support platform
integration, scaling strategies, and system optimization.

Get in touch

Android is a trademark of Google LLC. Anbox Cloud uses assets
available through the Android Open Source Project. The Android
robot is reproduced or modified from work created and shared
by Google and used according to terms described in the Creative
Commons 3.0 Attribution License.
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