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Introduction

Every layer of the enterprise technology stack now runs on open source software. It 
shapes the languages developers use, the frameworks they rely on, and the platforms that 
run their workloads. What was once a niche alternative is now the norm: organizations 
depend on open source across the software lifecycle and across the technology 
spectrum. But as adoption has surged, so has the complexity of managing it.

This research reveals how enterprises build, secure, and use open source software 
today, and where pressure points are emerging. Security concerns are widespread, 
particularly around vulnerabilities, transitive dependencies, licensing, and provenance. 
Yet approaches to oversight vary widely: some automate vulnerability tracking and 
dependency analysis, while others rely on manual review and fragmented workflows.

Open source at scale demands alignment. A shared strategy and clear governance help 
teams collaborate on what is approved, how it is maintained, and who acts when issues 
emerge. This can help reduce the day-to-day friction that undermines security. As the 
OS underpins most of the stack, it can serve as the “control plane” for supply-chain 
hygiene. It can standardize how packages are sourced, verified, patched, and operated 
across environments, while also giving teams a common baseline to build on.

Methodology summary
This report is based on a global survey of 500 DevOps professionals and IT decision makers 
conducted in October and November 2025 by Vanson Bourne on behalf of Canonical. 
Respondents were drawn from organizations across the Americas, EMEA and APAC.

Within DevOps respondents, the majority (4 in 5) are frequent open source users. DevOps 
respondents represent implementation and often (but not always) day-to-day technical 
use, and are more likely to share open source decision-making collaboratively.

IT decision maker respondents (ITDM) have oversight-oriented roles. ITDMs are more likely 
to have ultimate ownership of open source strategy and governance. Based on other 
research conducted by Vanson Bourne, ITDMs are likely to be focusing on governance, 
security, and compliance at a broader level, and not just dealing with open source needs.

The full methodology can be found at the end of the study.
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98% 
 
say the operating system is 
extremely or very important 
for detecting and applying 
updates/patches to open 
source components.

35%  
 
still rely on manual code 
reviews as part of open 
source security processes.

48%

say their biggest 
dependency risk is in cloud-
based applications; 25% say 
containerized workloads.

71%

report tensions between 
DevOps and platform 
engineering and 67% cite 
lack of strategic alignment.

96%

have at least one security 
concern about using open 
source software, with the 
most common concern 
being about exposure to 
security vulnerabilities (49%).

Only 34%

say that their organization 
proactively upgrades 
dependencies; 23% 
upgrade rarely, or only 
when issues arise.

#1 
 
Linux ranks #1 as the 
operating system in 
use across multiple 
environments, highlighting 
its central role across 
the enterprise stack.

91%

of organizations are 
performing at least some 
manual checks as part 
of their vulnerability 
tracking processes, leaving 
large maturity gaps.

Key findings and executive summary

Key takeaway

 
Taken together, these findings reveal that respondents’ organizations are grappling 
with fragmented dependency tracking, inconsistent upgrade practices, manual security 
processes, and rising cross-team tensions. These are all signs of supply chains that are 
complex and difficult to control end-to-end. In this environment, the operating system 
becomes more than a runtime choice: it can become a strategic layer to govern how 
dependencies are sourced, verified, patched, and operated across the entire estate. A 
strong, consistent open source foundation is a critical lever that organizations can use 
to bring order and visibility to an otherwise messy and fast-moving supply chain. 
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3 operating 
systems

1-2 operating 
systems

12%10%

4 operating 
systems

13%

5 operating 
systems

12%

6 operating 
systems

12%

7 or more 
operating 
systems

40%

Linux everywhere
An operating system impacts virtually every aspect of software development and 
deployment. We were eager to understand our respondents’ preferences for operating 
systems, and which systems are preferred in different environments. The data shows that 
Linux is the most used operating system across six key environments: test and development, 
production, public cloud, private data centers, infrastructure management and edge.

Fig.2 Which operating system(s) do you use for the following environments? (Summary of 
number of operating systems selected by respondents)

This makes Linux the default foundation for most open source workloads. It also 
means that a decision made at the OS level has wide reach across the estate.

At the same time, many organizations don’t use only one OS. Three quarters (76%) of 
respondents say that their organization uses three or more operating systems overall, 
often mixing different Linux distributions with other OS families across environments.

That mix can be a justifiable approach for an organization – addressing needs for legacy 
systems, specialist workloads and regional nuances. But it can have consequences: 

•	 Different teams may be exposed to different behaviors and patching cadences

•	 Policies that look clear on paper can be applied unevenly in practice

•	 Small differences in OS choices accumulate into a harder governance problem over time

While the OS could serve as a strategic enforcement layer for open source 
hygiene, OS sprawl can become a barrier to consistent control.

A deep dive into operating systems (OS)

Any Linux

Windows Server

MacOS

IOS

Android

95%

72%

50%

49%

39%

Fig.1 Which operating system(s) do you use for the following environments? - Summary
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The OS as a fundamental source for 
managing open source software
Nearly all (98%) respondents describe the operating system (OS) as extremely 
or very important to their organization when it comes to detecting and 
applying updates/patches for open source software components. 

In practical terms, this means:

•	 Teams rely on the OS to manage packages and dependencies cleanly

•	 Any weakness at this layer slows down patching and introduces friction

•	 A well-chosen OS gives security teams a firm handle on how 
quickly they can respond to vulnerabilities

The OS has become one of the main ways organizations shape the 
speed and safety of their open source supply chain.

What teams want from the OS
When people describe what they want from their operating 
systems, the themes line up very clearly:

Stability, long-term support, and security are consistently desired by respondents.

There is near-universal agreement that the OS is critical to patching. 
Choosing and managing that foundation is therefore a strategic decision 
about how open source will behave across the entire organization.

 
What would you like to see in your Linux distro of choice that would make it easier to 
use or better for your organization? 
 
“[I would like to see] Long term support and stability as frequent 
disruptive updates can hurt our productivity.”

ITDM, Data Center Services, Canada

 
“I hope that the Linux desktop can provide a more intuitive security center, such as unified 
vulnerability reminders, automatic patching, and visual firewall management.” 

DevOps, Finance, France

 
“We'd like a desktop Linux distribution that's stable and secure, but 
also allows easy access to the latest software when needed.”

ITDM, IT & Technology, Brazil
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89%  
 
turn to official ecosystem 
packages (PyPI, npm, 
Maven and similar).

Java

87%

Python

80%

.Net

46%

Node.js

37%

Go

27%

Ruby

25%

Rust

9%

50%

use managed third-party 
services such as JFrog 
or similar solutions.

86%

source directly from GitHub 
or project repositories, 
pulling from upstream.

86%

use OS/distribution 
package repositories (for 
example, from Debian style 
repos) as a key source.

We were also curious about the most popular languages used today. Perhaps 
unsurprisingly, Java (87%) and Python (80%) dominate, but most organizations use 
multiple languages in parallel. Working across so many open source ecosystems 
increases complexity and fragments visibility. It also strains governance and 
increases the likelihood that known vulnerabilities, unmaintained packages or even 
malicious lookalike components (e.g., typosquatting) slip through unnoticed.

How teams build with open 
source software today

Open source software has secured its place at the heart of everyday development. 
We wanted to deep dive into how teams build with open source software.

When it comes to where respondents say their organizations typically source 
open source packages and libraries from, there is no single dominant route for 
open source software into the organization. On average, respondents use three 
of these four methods, demonstrating that there is no standard approach:

Fig.3 Which of the following languages/ toolchains does your organization use?
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A significant challenge with using open source software lies in the complex set of 
dependencies involved. Modern applications often depend on hundreds of interconnected 
open source components, making it difficult to track provenance, identify risk, and 
maintain consistent oversight across the software supply chain. When teams try to 
gain visibility into software dependencies, they use a wide variety of methods: 

Organizations are clearly trying to get a handle on their dependencies, but visibility 
is scattered across many tools and artifacts. The risk is that no single team sees the 
full picture, increasing the likelihood of duplication and undetected vulnerabilities. 
This risk stretches further, too, affecting automated tools that might not detect 
dependencies installed in non-standard locations, and is particularly notable 
for the 30% of respondents who still manually inspect the codebase.

In addition, 69% of respondents who use open source software every day prefer SCA tools, 
compared to only 50% of respondents who don’t use OSS daily. This suggests that daily 
users may place greater emphasis on broader, more integrated supply-chain visibility.

 
What would you like to see in your Linux desktop distro of choice that 
would make it easier to use or better for your organization?

“Better tools for managing software dependencies and package versions would help keep our 
systems consistent and prevent unexpected issues.” 
 
DevOps, Software and information services, USA

Software composition analysis (SCA) 
tools (Snyk, Black Duck, Sonatype 
Nexus, GitHub Dependabot, etc.)

Dependency manifests or lock 
files (e.g., package-lock.json, 
requirements.txt, pom.xml)

Package and build managers 
(npm, pip, Maven, etc.)

Internal tooling or scripts

CI/ CD pipeline integrations

Manually inspect the codebase

Build tool outputs

73%

55%

52%

42%

39%

32%

30%

Fig.4 How does your organization identify software dependencies?
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When it comes to tracking dependencies in containerized 
environments, respondents also use multiple methods:

Preferences for different dependency tracking are fairly equally split between the different 
practices, although using Dockerfiles is the least used method. When we compared the 
responses of DevOps respondents that use OSS every day with those that don’t, some 
interesting splits appear however. Using Dockerfiles is reported by 52% of DevOps respondents 
that don’t use OSS every day, but only by 36% of DevOps users that do use OSS every day. 

 
What would you like to see in your Linux desktop distro of choice that would make it 
easier to use or better for your organization? 
 
“A distro with built-in Kubernetes support would allow me to deploy, 
manage, and scale containerized applications with ease.”

DevOps, Software and information services, USA

Analyze dependencies by comparing the 
host OS to the container environment

Using language-specific tools (e.g. 
npg list, pip freeze, etc.)

Analyzing the build artifact and 
generating an SBOM

Analyze dependencies directly in 
the container environment

Dependency mapping tools

Using Dockerfiles

56%

53%

52%

51%

44%

34%

Fig.5 How do you keep track of the dependencies in your organization’s 
containerized applications?
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DevOps users that use OSS every day are also much more likely to analyze the build 
artifact and generate an SBOM than those who don’t use OSS every day.

Analyze dependencies 
by comparing the host 
OS to the container 
environment

60%
50%

Analyzing the 
build artifact and 
generating an SBOM

58%

44%

Dependency 
mapping tools

40%
48%

Using Dockerfiles

36%
52%

Fig.6 How do you keep track of the dependencies in your organization’s containerized applications? Split by DevOps respondents 
that use open source software on a daily basis, and DevOps respondents that do not use open source software on a daily basis 
(base sizes in chart)

DevOps OSS 
daily users [202]

DevOps OSS non-
daily users [48]

It appears that users who work with open source software every day tend to favor 
techniques that analyze the build artifact itself. Those that don’t use OSS every day, seem 
to more often rely on higher-level artifacts such as Dockerfiles and dependency mapping 
tools. This points to a difference in where dependency visibility is derived: frequent users 
emphasize inspection of what actually ships in the container, whereas non-daily users rely 
more on declarative and metadata-based signals to understand container contents.

We were also eager to understand how organizations adopt new 
versions of dependencies. A range of strategies emerged:

Fig.7 Which of the following best describes your organization’s strategy for adopting new 
versions of dependencies?

Rarely upgrade dependencies 
after product delivery

Upgrade occasionally to address 
specific bugs or security issues

Proactively upgrade for bug 
fixes and security patches

Upgrade dependencies with 
each new product release

Upgrade to the latest versions as 
soon as they become available
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Around a third are deliberately proactive on security and bug-fix upgrades, while a quarter take 
a more rapid approach and move to the latest versions as quickly as they can. But there is a 
further quarter whose default is more reactive, only upgrading when needed to solve a particular 
problem. Respondent comments point to growing interest in approaches that balance the 
stability of LTS releases in production with access to newer features through interim releases.

The motivations of those who upgrade only when they need to are varied:

What would you like to see in your Linux distro of choice that would make it easier to use 
or better for your organization? 
 
“I want to be able to get certain features without a fully featured OS upgrade like live 
kernel patching, efficient backporting, container orchestration integration, etc.”

ITDM, Software and information services, India

 
“[I would like to see] A clear, long-term support roadmap with regular, stable LTS 
releases suitable for productive use without the need for constant upgrades.”

DevOps, Finance, Germany

 
Key takeaway

This finding should also be considered alongside the previous section, where 30% reported 
relying on manual code inspection somewhere in the dependency identification process, 
while dependency information is often spread across SCA tools, manifests, build tools, 
and CI/CD pipelines. Together, these findings suggest that many teams still lack complete 
visibility into the open source software supply chain, increasing operational and security risk.
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Building with open source software 
in cloud-native environments
At a higher level, we wanted to explore the challenges that teams face 
when they use open source software for cloud-native development. Security 
and compliance concerns come out on top by quite a margin.

Aside from security and compliance concerns, organizations seem to remain constrained 
by fragmented tooling, reliability and performance issues. Skills gaps (35%) and cost 
control (33%) affect around a third of organizations, emphasizing that these challenges 
are shaped as much by resource limits as they are by technical complexity. 

 
Key takeaway

Respondents gave us insight into how teams are developing with open 
source today: fast, flexible, and creative. But teams are also heavily reliant 
on overlapping tools and multiple sources, plus a patchwork of upgrade 
strategies that are hard to manage consistently as systems grow.

 
What would you like to see in your Linux desktop distro of choice that would make it 
easier to use or better for your organization? 
 
“[I would like to see that] The server natively support microservices architecture 
management tools that can quickly deploy, scale, and roll back microservices, 
enabling enterprises to maintain high flexibility in cloud-native environments.”

DevOps, Healthcare, Brazil

Security and compliance concerns

Complexity of integrating 
different tools

Performance and reliability issues

Managing infrastructure across 
hybrid or multi-cloud environments

Skills gaps in cloud-native and 
open source technologies

Difficulty standardizing 
tools or practices

Observability and 
debugging challenges

Cost control and resource usage

51%

42%

40%

37%

35%

33%

29%

27%

Fig.8 What are the biggest challenges your organization faces with using open source in cloud-
native development? Combination of responses ranked first, second and third
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51%

leverage static analysis 
or code scanning tools.

21%

rely completely or mostly 
on manual methods.

60%

maintain SBOMs (Software 
Bills of Materials).

30%

use a hybrid approach, 
mixing automation 
with manual checks.

61%

use Software Composition 
Analysis (SCA) tools to scan 
for known vulnerabilities.

49%

say that their organization’s 
process is completely 
or mostly automated.

But there is huge variation in reported maturity: 35% of respondents say their 
organization still relies on manual code reviews, meaning humans manually 
inspect code for vulnerabilities. These respondents are also less likely to 
maintain SBOMs, highlighting substantial human-driven security efforts. 

This shows that while many organizations are mature in their use of security 
tooling, the implementation is not standardized. Organizations often run multiple 
security approaches in parallel (some automated, some manual) leading to 
fragmented processes and limited visibility across teams and pipelines.

When it comes to tracking identified vulnerabilities in open source components:

Even with strong tool adoption elsewhere (SCA, SBOMs), the fact that one-fifth 
of organizations handle vulnerability tracking manually signals a significant gap 
in end-to-end automation. This also aligns with dependency tracking issues: when 
visibility is fragmented, remediation inevitably becomes slower. Ultimately, a manual 
approach increases the chances that either innovation or speed is sacrificed.

The struggle to maintain trust in 
fast-moving supply chains

As security arose as the key challenge faced by teams using open source software, we wanted 
to understand how organizations secure their software supply chains. We found that security 
seems to be the point where open source practices collide with organizational policy. Although 
respondents’ organizations rely on open source components, 96% of organizations report at 
least one major security concern when using them. The real challenge is maintaining clear, 
end-to-end control over everything that enters and moves through the software supply chain.

Security measures used
All but one of our respondents said that their organization has a formal 
approach to enhance the security of their open source components. 

 
“Strong security 
defaults and easy 
compliance tracking 
are essential.”

DevOps, Healthcare, UK
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Open source security concerns
Security concerns when using open source span a number of different 
areas, from security vulnerabilities and keeping track of dependencies, 
to concerns over licenses and a lack of accountability:

Taken together, these concerns show that organizations see the greatest risks 
coming from the software supply chain: the vulnerabilities, dependencies, 
updates, and license obligations that are hard to track consistently.

Exposure to security vulnerabilities

Supply chain risks and third-party dependencies

Difficulty keeping up with patches/ updates

Inadequate license or compliance checks

Lack of accountability/ responsibility

Unclear/ unknown code origins

Lack of access to support

Unclear or risky licensing

49%

45%

40%

38%

34%

32%

29%

29%

Fig.9 What are the main security concerns your organization has about using 
open source software?

Our data also provided fascinating insights into how concerns of IT decision makers 
differ from the concerns of DevOps respondents. ITDMs are accountable for overall risk 
posture and compliance, so they are naturally drawn to “headline” risks. These include 
known vulnerabilities (52% of ITDMs, vs. 45% of DevOps) and whether the organization 
can keep up with patches and updates at scale (44% of ITDMs, vs. 36% of DevOps). These 
are the things that the board, regulators, and even customers are concerned about, and 
these areas likely map directly to top-level KPIs (risk ratings, audit findings, etc.).

Fig.10 What are the main security concerns your organization has about using 
open source software? (base sizes in chart)

Exposure to security 
vulnerabilities

52%
45%

Difficulty keeping up with 
patches/updates

44%
36%

ITDMs [250] DevOps [250]
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DevOps respondents, by contrast, live inside the implementation details: choosing 
libraries, wiring up pipelines, and dealing with breakage when something upstream 
changes. They experience the issues around “supply chain risks and third-party 
dependencies” (50% of DevOps, vs. 39% of ITDMs) every day in the form of deep 
dependency trees, opaque transitive dependencies, and issues introduced via packages 
they may not have chosen. They also see “lack of accountability/responsibility” up 
close (41% of DevOps, vs. 27% of ITDM), because when ownership of open source 
components is unclear (who upgrades what, who approves which library, etc.), they 
are the ones stuck in the middle between security, platform, and product teams.

Diving more deeply into DevOps, those who use OSS daily are more likely to say 
their main security concerns include supply chain risks and third-party dependencies 
(52%, vs. 42% non-daily users), and inadequate license or compliance checks (43%, 
vs. 33 non-daily users), whereas DevOps who do not use open source every day are 
more likely to point to lack of access to support (48%, vs. 25% daily users). 

Daily users are more likely to be working with complex dependency chains and 
compliance gaps up close, so they are therefore also more likely to worry about 
systemic exposure in this area. Less frequent users of OSS however feel most 
vulnerable when they hit problems and cannot easily get help when they do 
not have the necessary knowledge and experience to solve the problem.

Supply chain risks and third-
party dependencies

39%
50%

Lack of accountability/ 
responsibility

27%
41%

Fig.11 What are the main security concerns your organization has about using 
open source software? (base sizes in chart)

ITDMs [250] DevOps [250]
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46%

want tighter integration 
with CI/CD and cloud-
native security tooling, 
reducing the reliance 
on manual checks.

47%

want clearer governance 
and compliance frameworks, 
including enforced 
organizational policies.

48%

want signed, verified, 
and provenance-tracked 
packages to guarantee 
authenticity.

This shows a desire for software supply chain security to become predictable, 
verifiable, and embedded into routine workflows. Although organizations see clear 
value in open source, trust is not automatic. These top confidence boosters show 
that organizations want verifiable control over what they are deploying.

Improving confidence: visibility, 
provenance, and tighter controls
When asked what would most improve confidence in the security of their open 
source software supply chain, responses cluster around three themes:

 
What would you like to see in your Linux distro of choice that would make it easier to 
use or better for your organization? 
 
"More stable and frequent software updates, better hardware compatibility, 
and a more user-friendly experience for non-technical users.”

 ITDM, Software and information services, India

 
“[Ideally] The server comes with a built-in compliance verification module, which simplifies 
the enterprise audit process and reduces the time spent on manual evidence collection.”

DevOps, Healthcare, Brazil

 
Key takeaway

While organizations take many steps to secure their software supply chains, 
approaches remain inconsistent across teams and tools. Security work is happening, 
but gaps in automation, visibility, and ownership present hurdles and have a 
significant impact on decision-making teams as well as on daily OSS users.
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Where patching delays, team tensions, 
and platform decisions collide

Teams are constantly forced to trade off stability, new features and security, as fast-
moving open source and frequent upgrades collide with the need to keep services running 
smoothly. That pace of change puts sustained strain on operations teams, and in doing so, 
increasingly pulls IT and DevOps into tense debates over ownership and accountability.

Stability vs innovation: different 
environments, different appetites
We asked respondents how they would prefer their Linux distribution to behave 
when it comes to stability versus new features. We also wanted to see if they’d 
have different preferences for different environments. Their answers show that 
a preference for a balanced approach between stability and new features is most 
common for desktop environments. A preference for stability is highest for servers, 
and access to newer features is most preferred for IoT and embedded systems.

On desktops, 48% want a balance between stability and access to new features, 
while 37% prioritize stability above all. But for servers, the picture flips: 47% want 
stability first, and only 33% are comfortable with a balanced approach. And when 
it comes to embedded/IoT, 35% favor a balance, 37% still prefer stability, but a 
notable 20% explicitly value access to the newest features and software.
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Prefer stability

37%

47%

37%

48%

33%
35%

10% 13%

20%

5% 8% 7%

Balanced approach Prefer newer 
features

Stable with isolation

Fig.12 When it comes to preferences for Linux distribution behavior, which of these statements best describes the balance your 
organization hopes to achieve on desktop and server environments? Data split by three environments

Operations teams are juggling three distinct expectations at once: desktops as flexible, 
servers as rock solid, IoT as innovation-friendly. The same distribution is expected to 
deliver different levels of change tolerance depending on where it runs. Updating large 
fleets of IoT devices can be operationally difficult and risky. This is especially the case 
when they are widely distributed or physically hard to access. In many of these contexts, 
even if the use case invites rapid innovation, maintenance and security requirements 
can still push teams towards preferring stability once devices are deployed.

Desktop Server Embedded/IoT

DevOps and IT decision makers are aligned on server and embedded/IoT, but for desktop 
DevOps lean towards a balanced approach (53% of DevOps, vs. 44% of IT), rather than 
stability. This difference suggests that open source is regarded more by DevOps as 
an innovation sandbox, while ITDMs are cautious about operational stability.

 
What would you like to see in your Linux distro of choice that would make it easier to 
use or better for your organization? 
 
“[I would like to see] long term support and stability, as frequent 
disruptive updates can hurt our productivity.”

ITDM, Data Center Services, Canada

 
“I want a distro that natively supports popular external open source projects, 
seamlessly integrating them to accelerate development and testing, reduce 
setup time, and foster innovation across teams with minimal effort.”

DevOps, Finance, Singapore
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Why patching still slips: compatibility, 
capacity, and fear of breakage
The tension between stability and change can become particularly visible when organizations 
roll out patches. Even when teams want to move quickly, they are likely to be facing 
multiple operational blockers, each adding friction to what should be a routine process:

Taken together, these findings show that patching often slows not because 
teams underestimate the risk, but because the operational cost, risk, and effort 
of making changes (and potentially getting it wrong) are all uncomfortably high. 
Organizations need help to automate patching and security workflows and to 
deliver consistent, reliable updates across cloud and container environments.

Concerns over compatibility 
issues with existing systems

Resource constraints (time, 
staff or skill shortages)

Concerns over downtime

Introducing new vulnerabilities

Testing overhead

Lack of defined processes

Incomplete view of systems 
and patching status

53%

43%

41%

41%

39%

38%

34%

Fig.13 What are the most common causes of delays in your organization’s ability to patch 
vulnerabilities? Showing total percentage of top 3 combined answers
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90%

the vast majority feel that 
cross-team collaboration 
needs improvement when 
it comes to open source.

94%

of DevOps vs. 86% of IT 
decision makers think 
collaboration on open 
source needs to improve.

67%

say a lack of strategic 
alignment on open source 
is holding back progress.

72%

of DevOps vs. 62% of 
IT decision makers 
say lack of strategic 
alignment is an issue.

71%

agree there are evident 
tensions around open 
source between DevOps and 
platform engineering teams.

78%

of DevOps vs. 64% of IT 
decision makers see tensions 
between DevOps and 
platform engineering.

But DevOps feel this even more sharply than IT decision-makers:

Open source adoption has outgrown enterprise coordination, and the challenge is the 
alignment around it. DevOps teams want automation, simplicity, and security built into 
their workflows. IT decision makers want oversight, compliance, and reduced risk. 

Ultimately, ITDMs and DevOps are almost equally likely to say that clear ownership, compliance 
tools, and governance for open source software usage would improve confidence (47% and 
46% respectively). Organizations therefore need a solution that unifies teams and tools, 
creating an ecosystem where open source drives innovation without the internal friction.

The respondents closest to day-to-day operations (i.e. DevOps) are the most likely to say 
ownership is unclear and alignment is missing. DevOps are also more likely than ITDM to 
say that a common cause of delays in their organization’s ability to patch vulnerabilities 
is the lack of defined processes (38% of DevOps, vs. 29% of ITDM). And this is exactly the 
kind of situation where patching delays, stability issues, and surprise breakages multiply.

Open source as a cause of friction between teams
As open source becomes more operationally central, we explored whether 
its use is creating friction between teams – with operational pressure 
most clearly visible in the relationship between IT and DevOps.

 
What would you like to see in your Linux desktop distro of choice that would make it 
easier to use or better for your organization? 
 
“I often struggle with cross team collaboration so having built in features 
on Linux that let us share configurations, manage containers and stay 
compliant with policies would make my workflow so much easier.”

DevOps, Telecommunications, Singapore
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Conclusion

Open source is often the fabric of modern enterprise IT. It powers development toolchains, 
underpins cloud-native platforms, and runs in production across desktops, servers, and edge 
environments. The research shows that organizations are actively trying to manage this reality, 
by adopting security tools, tracking dependencies, and formalizing policies. But they are doing 
so on top of processes that can be fragmented, with uneven visibility, and unclear ownership.

Organizations stitch together components from many sources, track them with 
overlapping and inconsistent methods, and upgrade them on misaligned cadences. 
Security teams struggle to keep up: it’s hard to see every vulnerability, even harder to 
manage transitive dependencies, and harder still to maintain consistent license and 
compliance oversight across a sprawling supply chain. Operations teams, meanwhile, 
are stuck in constant trade-offs between stability and change, feeling the pressure of 
patching delays, compatibility issues and the tensions these create across teams.

Closing this gap is not about using less open source; it is about using it better. Tightening 
automation across dependency tracking, vulnerability management, and patching 
can reduce manual effort, shorten response times, and make good practice easier to 
repeat. Equally important, choosing the right platform as a foundation brings consistent 
governance and strengthens collaboration between DevOps, security and operations. 
Together, these shifts free teams to spend less time wrestling with the mechanics of 
open source, and more time turning it into meaningful value for their organization.

Canonical helps organizations address these systemic gaps by providing a trusted, 
enterprise-grade foundation for the entire open source stack. Through Ubuntu Pro, we 
deliver a software supply chain that extends trusted provenance and consistent security 
maintenance beyond the base operating system to thousands of upstream applications 
and libraries. By streamlining vulnerability management and committing to up to 15 
years of platform stability, we resolve the inherent tension between rigorous security 
and operational uptime. This shift moves organizations from a state of fragmented 
management to securely designed architecture, ensuring the open source fabric they 
depend on remains a resilient driver of innovation rather than a source of risk.

Methodology
This report is based on a global survey of 500 IT decision makers and DevOps professionals 
conducted in October and November 2025 by Vanson Bourne on behalf of Canonical. 
Respondents were drawn from organizations across the United States, Canada, Brazil, 
Mexico, UK, France, Germany, Spain, Saudi Arabia, UAE, India, Japan and Singapore, 
ensuring a broad international perspective on modern application security practices.

All participants were required to work in organizations with 250 or more employees 
globally and that use open source software to at least some degree. All respondents 
were required to be involved (strategically or hands-on) in open source software 
within their organization. DevOps respondents were classified, through screening 
criteria, as daily or non-daily users based on their frequency of open source 
use. The sample included representation from a range of industries.

This independent study was carried out through an online quantitative survey, 
using a rigorous multi-step screening process to validate respondent seniority, role 
relevance, and organizational fit. Only qualified decision makers and practitioners 
were permitted to complete the survey. Respondents were qualified through initial 
screening questions that directed only relevant participants to the main survey.
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