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Executive summary 

In this guide, we set out the best practices that organizations should follow when procuring 
Linux hardware. We begin by outlining the software-defined approach, which posits that in 
order to get the most out of Linux, you need to select your Linux distribution before 
committing to a specific piece of hardware.  

We then run through the hardware-specific considerations, and ways of measuring 
performance and total cost of ownership, in order to help you narrow down your list of 
suitable hardware options. Finally, we assess the need for pilot projects as a means of 
testing how your hardware works with your existing infrastructure. 
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Introduction 

In professional contexts, technological adoption is a balance between caution and speed. 
Moving too quickly can expose an organization to risk or failure, whilst moving too slowly 
can create an opportunity for competitors to fill the gap. Navigating this tension becomes 
more difficult as the speed of innovation increases, leaving less decision time for businesses. 
Indeed, the speed at which a new technology becomes “mainstream” has more than halved 
in the past 30 years. 

Proprietary vendor ecosystems were once a viable solution for navigating the tension 
between innovation and stability. Your vendor would do the work of packaging the latest 
innovations into their commercially-ready ecosystem, which worked well when the jump 
from one hardware model to another was barely a jump at all, but incremental: 
organizations could wait years to upgrade without any noticeable downside in terms of 
performance. In this sort of environment, the doors were firmly shut on open source 
solutions like Linux, which were perceived as a “wild west” and too technical to be worth the 
trouble. 

In today’s fast-paced landscape, proprietary vendor ecosystems are seen as too restrictive by 
many. When technology is the backbone of how businesses interact with customers, and  
pervades almost every aspect of the customer experience, organizations don’t want that 
experience to be determined by third parties. They want to control their own data and 
systems. Open source and Linux offer more extensibility, composability, and operability, 
making it easier to develop differentiating technologies and tools. Indeed, fully-open source 
solutions now serve as the backbone of use cases as diverse as carrier-grade 5G, medical 
devices, and desktop fleets. Open source is the new mainstream – and we know that this is a 
new journey for many organizations, which is why we created this guide.  

Indeed, Linux offers great power and flexibility, through its modular design and fully open 
codebase. However, using it effectively can entail more configuration and fine-tuning, which 
is why it is all the more important to ensure that your selected hardware is suitable. In this 
guide, we’ll set out the best practices that organizations should follow when procuring 
hardware for Linux. We’ll also explain how you can measure the price-performance ratio and 
total cost of ownership of hardware, in the context of using a Linux distribution, to help you 
make concrete comparisons between different hardware options. Our guide will cover three 
main sections: 

●​ Navigating choice 
●​ Balancing software and hardware 
●​ Consider your wider software and hardware estate 
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Navigating choice 

 

What do we mean by hardware for Linux?  
Linux can be used on most pieces of hardware, due to the fact it is open source, platform 
independent, and hardware agnostic. Users can make the necessary changes to drivers, 
kernel modules, and the Linux device tree in ways that proprietary systems forbid. Linux 
gives you the freedom to build things in a way that gets the most out of your chosen 
hardware, which is generally not permitted in proprietary ecosystems. 

The Linux Foundation itself does not manufacture hardware, however certain 
manufacturers, communities, and publishers create optimized Linux images for specific 
pieces of hardware. Let’s delve into this in more detail. 
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Know your Linux 

Linux users don’t typically use the raw, upstream Linux kernel. Instead, they use what are 
known as “Linux distributions”, or “distros”, which are operating systems that are built upon 
the Linux kernel. Distros are published and maintained by different groups – some are purely 
voluntary, community-based distros, some are purely commercial, and others are somewhere 
in between.  As a result, some distros are completely free to use, whilst others are licensed. 

When you hear “Linux”, it could be referring to any distro that belongs to the Linux 
ecosystem. We’ll talk more about selecting the right distro further on in this guide – for now, 
you need to know that when investigating hardware compatibility, instead of seeing the 
term “Linux”, you may come across specific distro names, like “Ubuntu” or “Debian.” 

Procuring hardware for Linux will expose you to different levels of security maintenance and 
support. When it comes to selecting a distro, it’s important not to conflate the two concepts: 
each Linux distro handles security maintenance separately to support. Being mindful of the 
difference will ensure that you understand exactly what is on offer from each distro. 

●​ Security maintenance refers to measures that distro publishers take to protect their 
systems against potential threats, and encompasses measures including patch 
management.  

●​ Support, on the other hand, refers to any service provided by a distro publisher to 
troubleshoot issues, such as technical assistance, break-fix support, and bug-fix 
support.  

Security maintenance 

When evaluating different distros, you should begin by checking the length of standard 
support. This tells you for how long each release of a Linux distro is maintained and patched 
by its publisher. Taking Ubuntu as an example, the length of standard support is 5 years for 
long-term support (LTS) releases, and 9 months for interim releases. Once this time elapses, 
the burden of patching will pass entirely to your internal teams – meaning that it is often 
prudent to upgrade to the next release.  

Upgrades themselves can be disruptive to normal operations, meaning that it is important to 
choose a distro with a length of standard support that gives your team breathing space, and 
minimizes the disruption caused by upgrades. It’s important to be aware of alternatives to 
upgrading: Linux distros like Ubuntu carry the option of lengthening the period of standard 
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support via subscription. With an Ubuntu Pro subscription, all LTS releases receive up to 12 
years of patching and maintenance. 

Support 

Many distros are maintained by only a handful of contributors, making it more difficult for 
enterprises to get the fixes they need. Therefore, it’s important to be aware of how much 
help each distro publisher can provide.  

When procuring Linux hardware, you need to evaluate whether additional support is 
required, and what type of support to opt for. Most enterprise-grade Linux distros offer 
different tiers of support: 

●​ Technical support: often conducted by phone or by ticket, customers can directly 
contact an engineer and request assistance when issues arise. Depending on the 
type of support you procure, this could range from weekday support to 24/7 
availability. 

●​ Managed services: organizations can procure the services of a third-party to 
onboard, manage, and maintain their Linux environment. The levels of coverage 
range from 24/7 care to more light-touch support. ​  

The provenance of the support is also important. Linux is an open ecosystem, meaning that 
anyone can offer support for Linux services. We recommend consuming Linux support at 
source – be it from the distro publisher, the hardware manufacturer or an approved/certified 
third party. These groups will be better placed to identify, prioritize, and remedy bugs 
affecting their users, than a third-party who would not have access to that information. By 
consuming support at source, you ensure timeliness, trustworthiness, and value for money. 

Development and deployment 
In addition to security maintenance and support, you need to consider whether your Linux 
distro can offer a consistent environment across the development lifecycle. As already 
mentioned, Linux distros can be optimized manually for different environments, but this can 
add considerable time and effort to the work of your developers. This is particularly true in 
deployment environments, which are more restrictive in relation to security hardening and 
reliability. 

That’s why we recommend selecting a Linux distro which is purpose-built to offer a 
consistent experience from development to deployment, in order to avoid the need for 
extensive manual work. Taking Ubuntu as an example, Canonical has taken several steps to 
offer a unified operating system environment, meaning that wherever you use Ubuntu, 
you’ll find: 

●​ The same package manager (apt) and core dependencies, ensuring packages behave 
identically everywhere. 

●​ A standard support period of 5 years for LTS releases. 
●​ Containerization solutions, which ensure consistency across any deployment target. 
●​ Extensive documentation to equip you with best practice knowledge when moving 

from development to deployment.  
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Balancing software and hardware 

 

Software needs to come first 
Given the title of this whitepaper, you might be surprised by this. We understand that this 
may present a challenge to your existing way of working, but when procuring hardware for 
Linux, the software-defined approach offers more advantages than selecting your hardware 
first. 

It is a big risk to pick your hardware and then assume that the versatility of Linux will simply 
“make it work.” Your choice of hardware will limit your options in terms of software, 
including the Linux distributions and support models available to you.  

●​ Compatibility does not equal performance  

Yes, Linux is versatile and can run on most hardware. But that doesn’t mean that 
you’ll get the best performance possible. 

●​ Flexibility and work effort must be balanced 

Done right, switching to Linux hardware means that your developers can operate 
more nimbly. Done wrong, and you’ll get sub-par performance, combined with 
avoidable difficulties in integration and deployment. 

Let’s delve into more detail about why being software-first makes both technical, and 
commercial sense. 

8 



Software shapes customer ​
and employee interactions 
According to research by Veridion, the fastest growing IT spend category is software, while 
the spend on hardware is declining. In the United States, there are an estimated 1.8 million 
software engineers, compared to around 84,000 hardware engineers. Why is this the case? 

It makes sense when we consider the role that software plays in our lives. Digitization of  
services provided to customers means that software is the lifeblood of business. Keeping 
customers satisfied means using software that works effectively and doesn’t cost a lot of 
money to build, use, and maintain. If you pick your hardware first, you limit the kinds of 
software you can use, and introduce avoidable manual complexity when configuring your 
software. 

This would contradict the mission of gaining more control, freedom, and flexibility that 
drives Linux adoption for so many enterprises. There is no sense in breaking free from 
proprietary ecosystems, only to reimpose barriers at a different level. Additionally, putting 
hardware first can cause headaches in the form of incompatibilities, as the onus is on the 
developers to adapt the software and find workarounds, which acts as a large drain on time. 

The rise of software-defined infrastructure 

 
A comparison between traditional server architecture and server virtualization 

The importance of software in shaping customer and employee interactions grows when you 
consider the power of software defined-infrastructure (SDI). This refers to the use of 
virtualization to decouple hardware components from the underlying physical infrastructure 
(that is, the hardware), and controlling the compute, networking, and storage resources 
entirely with software. 

Let’s take server virtualization as an example. Take a look at the left-hand example, marked 
“Traditional architecture”, in the above diagram. You’ll see that a traditional server is a 
self-contained unit with CPU, memory, storage, and networking components linked 
together. If one component fails, the entire server stops working. 

Now let’s look at the right-hand example, marked “Virtualization architecture”. In a 
virtualized setup, we abstract away from the hardware. Each component becomes a 
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separate entity, interconnected with other entities by software, and can be easily replaced 
without disrupting the entire system. Sticking with the server example, in the event that a 
company experiences increased demand from customers to access a service or application, 
the company can quickly spin up new servers to cope with the load. 

This approach enables you to maximize the efficiency of your overall infrastructure through 
the pooling of resources. SDI is continuing to grow in popularity, and is already considered 
the best practice in industries like telecommunications. Overall, the SDI market is projected 
to grow from $44.91 billion in 2024 to $93.5 billion in 2032 – which indicates steady and 
sustained growth.  

Due to software-defined infrastructure, you now have greater flexibility in your choice of 
hardware. If this is a new approach for you, it’s important to ensure that the software part of 
your software-defined infrastructure fosters true interoperability between your 
components. Ideally, adding a new piece of hardware is seamless, so that when you continue 
to procure new pieces of hardware in the future, you can seamlessly integrate them into 
your existing stack. 

Let’s now discuss the role that Linux plays in this. 

Linux is essential to software-defined 
infrastructure 
Linux systems have an important role in the software-first development approach. SDI in 
particular demands a high level of interoperability – meaning that systems should not only 
be compatible with one another, but able to exchange data and work together seamlessly. It 
is far more cost-efficient to do this with Linux, which is hardware-agnostic and can work 
across a stack of different types of hardware. 

Closed, proprietary ecosystems may offer virtualization solutions, but they do not offer this 
interoperability. The licensee is not at liberty to make changes to the underlying code, and is 
therefore limited to the hardware that the vendor has tested and approved.  

However, you still need to ensure you select the most appropriate Linux distribution for your 
needs, as they have different ecosystems, support models, and tooling. Let’s explore this 
further. 
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How to be software-first 

Know your distros 
With software playing such an important role, you need to ensure you select the right Linux 
distribution to meet your needs.  

Linux distros are described as downstream, because they all draw on the raw Linux kernel, 
which is considered to be the source in this river analogy. Choosing your distro is perhaps the 
most important decision you will make when procuring hardware for Linux. The choice of 
distro will determine the level of manual work required to onboard, maintain and manage 
your hardware, as well as the user experience your developers can expect. 

Earlier on, we cautioned against picking hardware first, and challenged the assumption that 
Linux’s versatility guarantees performance on all hardware. The same advice applies to your 
choice of Linux distro: 

●​ Compatibility does not equal performance  

Yes, Linux is versatile and can run on most hardware. But that doesn’t mean that 
you’ll get the best performance possible. Different distros have different 
capabilities, support, and functionality. 

●​ Flexibility and work effort must be balanced 

Done right, switching to Linux hardware means that your developers can operate 
more nimbly. Done wrong, you’ll get sub-par performance, combined with avoidable 
difficulties in integration and deployment. You’ll come across widely-used Linux 
distros, with plenty of community support and documentation, and more custom 
Linux distros, which require extensive manual input.  
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How to choose a Linux distro 

Below, we’ll set out the areas you need to be comparing in order to identify a suitable 
shortlist of Linux distros. 

Talk to your developers 
These are the people who will be using the distro day in, day out. Your developers are a 
treasure trove of knowledge. They likely have already encountered Linux distros, and will be 
able to give solid advice on which ones are the best for developers in terms of 
user-friendliness, functionality, and stability. 

Patching and maintenance  
As mentioned, it’s important to compare the length of standard support that each Linux 
distro offers. The shorter the maintenance period, the more regularly your developers will 
need to spend time on upgrades in order to ensure security and stability, which means 
downtime. Most major Linux distributions offer 5 years of patching and maintenance, 
Ubuntu included. 

If you require a longer support period, services like Ubuntu Pro are a cost-effective solution. 
Ubuntu Pro is Canonical’s subscription for open source security, and lengthens the support 
period for Ubuntu LTS releases to up to 12 years, via  Expanded Security Maintenance (ESM) 
and a Legacy Support add-on. For organizations in heavily regulated spaces, like finance, ESM 
often costs less than a full-scale migration.  

Compliance 
You should consider any compliance frameworks you need to meet. For example, if you’re 
marketing a device in the European Union, you’ll need to comply with the Cyber Resilience 
Act (CRA); if you’re seeking to work with the US Federal Government, you’ll need to comply 
with FedRAMP. Having additional control is great for demonstrating compliance, but also 
requires manual effort. You should investigate whether your distros offer any tooling to help 
harden your stack and protect you both at the hardware  and software level. 

Taking Ubuntu as an example, the Ubuntu Security Guide provides clear and simple steps for 
auditing and hardening your system to meet guidelines such as CIS, whilst Ubuntu Pro offers 
automated tooling for compliance with the requirements of  FIPS-140, DISA STIG, and more. 

Interoperability 
Interoperability refers to the ability of different systems to interact and share data, with 
minimal intervention required from the user. In the context of Linux, Linux distros offer a 
consistent environment with the same tooling, features, and functionality across the stack – 
meaning that when you bring new pieces of hardware into your stack, they can be integrated 
without extensive manual modifications. Distro publishers often achieve this through 
proactive partnerships with hardware vendors, to ensure that operating systems are 
pre-optimized for the latest pieces of hardware. 
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Certification 
This is an extremely important point. Many distro publishers collaborate directly with 
hardware manufacturers to co-certify and optimize distros for specific pieces of hardware. 
Taking Ubuntu as an example, Canonical works with organizations like Dell and NVIDIA to 
create optimized Ubuntu images that are specifically tailored for stability and performance 
on over 1,000 specific pieces of hardware. 

This out-of-the-box functionality reduces the time spent by developers on setup and 
optimization, and carries the advantage of being able to rely on support directly from the 
hardware vendor in relation to the distro. This doesn’t mean sacrificing flexibility: unlike with 
proprietary OSes, your developers are free to make whatever changes they see fit – they’ll 
simply have a head-start, as the essential compatibility work will already be done. 

Package management, repositories, ​
and backporting 
It’s important to know whether your distro’s package management approach and repository 
enable you to build what you need out of the box, in a secure manner. The above-mentioned 
certification question aids with stability, but the diversity of the package repositories is also 
important. 

Many packages come from upstream, meaning that they contain dependencies that need to 
be maintained. Many distros, like Ubuntu, can do this for you, for the most popular and 
widely used packages, via the APT package management system and software distribution 
centers like the Snap Store. Think open source languages and solutions like Python, Go, C++, 
PyTorch, and Kubernetes. 

These packages are available in repositories: there are official repositories (managed by the 
distro publisher) and unofficial repositories (managed by the community or other 
third-parties). You should verify whether the packages you need to work effectively can run 
natively on your chosen distro, or whether you would need to manually handle 
dependencies.  

Backporting is also a key consideration. This refers to applying a patch from a newer version 
of a software to an older version of the software. This has the potential to cause disruption, 
which is why it’s important to familiarize yourself with the testing policy of your distro’s 
publisher. Taking Ubuntu as an example, Canonical performs regression testing to catch any 
backporting issues before they arise, minimizing the need for downtime or rollbacks. 

Support  
If your developers ever need to troubleshoot, or you have knowledge gaps in your team, it’s 
always useful to be able to draw on the knowledge of the engineers who maintain your 
Linux distro. Enterprise Linux distributions are particularly strong when it comes to support, 
with dedicated teams who work with customers both reactively (when issues arise) and 
proactively (to mitigate the risk of issues arising).  

​
​
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Taking Ubuntu as an example, organizations can opt for support by ticket or phone, with 
options for weekday or 24/7 support, or opt for fully-fledged managed services.  

Openness 
Not all Linux distributions are fully open source – whilst the upstream Linux kernel is open 
source, downstream publishers are under no obligation not to close their code or create 
forks. It’s worth questioning whether it’s worth migrating to Linux if you end up locked down 
to another proprietary vendor. In this instance, you may find yourself at the mercy of your 
contract if changes are made to terms of service, licenses, features, and the underlying 
pricing.  

On the other hand, there are distributions which are fully open source, but still 
enterprise-grade. Taking Ubuntu as an example, wherever and however you use Ubuntu, the 
underlying source code is always the same. Even when opting for additional support in the 
form of an Ubuntu Pro subscription (which expands security maintenance to up to 12 years), 
the underlying code does not change – only the duration of security maintenance and level 
of support is affected.  
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Bringing software and hardware 
requirements together 

 
At this stage, you’ve selected your distro, and as a result have narrowed down the hardware 
that suits you best. You’ve examined the different certification options available and created 
a shortlist based on the overall compatibility and suitability to your software. 

Now it’s time to narrow down which pieces of hardware are most appropriate, based on 
hardware-specific considerations. 

Before we jump in, we want to highlight that being “software first” does not mean putting 
hardware last. Whilst software should be the driver of your discussions, you still need to take 
into account the price, performance, and security considerations of the underlying 
hardware.  

With that in mind, let’s talk about how you can narrow down your shortlist. 

Lifecycle 
You should ensure you understand how long you can expect to use a piece of hardware 
before it becomes too costly or risky to maintain. Vendors will typically only support a 
hardware model for a limited period, after which they will stop making replacement parts, 
and no longer consider the model to be in warranty. Additionally, as hardware ages, it may 
no longer be able to provide the processing power, compatibility, or security that your OS 
requires of it.  
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Whilst Linux offers flexibility in how you use the hardware, through SDI (as mentioned 
earlier), it cannot control how the physical infrastructure ages over the time. As such, our 
view is that it would be inadvisable to select a hardware model that is nearing end of life. 
You may have a lower capital expenditure (CAPEX), but your operational expenditure (OPEX) 
will increase, as the vendor stops supporting the hardware and your internal teams take on 
the burden of keeping it performant and secure.  

Lifespan 
How long will the hardware, and its components, typically last? This refers not to how long 
the manufacturer will support it, but how long it can be expected to run without issues. 
Replacement of hardware is a fact of life.  

The good news is that with Linux, you can proactively take decisions with your software that 
prolong the life of your hardware – the hardware disaggregation we mentioned earlier 
means that resources can be allocated and shared across the whole stack, meaning that 
individual pieces of hardware, and their respective components, run less risk of overuse. 

Notwithstanding, you’ll want to ensure your hardware is robust enough not to depend on 
extensive maintenance. The standard is 3-5 years, but with Linux you can potentially double 
the lifespan of some pieces of hardware, when done correctly. 

Testing and certification 
Individual components, such as GPUs, CPUs, and NICs, are a key part of any hardware stack. 
Whether you’re buying them as part of a hardware platform, or buying them individually, 
untested hardware presents a challenge. 

We mentioned certification in our software section – but we’ll reiterate here as it is really 
both a hardware and software consideration. Distro publishers often work directly with 
manufacturers to create optimized images for their hardware, ensuring a good out of the 
box experience. From a software perspective, we mentioned that this reduces time spent on 
configuration. From a hardware perspective, it ensures that you get the most out of your 
components. 

Canonical works with manufacturers like NVIDIA, Qualcomm, Dell, Lenovo directly to publish 
optimized Ubuntu images for specific pieces of hardware, and documents these in a single 
location, ensuring that those procuring hardware for Ubuntu can easily compare options. 
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Price-performance ratio ​
and total cost of ownership 
The price-to-performance ratio refers to the relationship between the cost of your hardware 
and the value it delivers in terms of performance. 

It is typically calculated as such:  

Performance measure / Price 

 

Let’s use the example of CPUs. For a CPU, this would look like:  

Number of operations processed in its life/(price paid + energy consumption) 

 

For other components, such as GPUs, the picture is more complex. GPUs perform multiple 
operations, such as artificial intelligence and video processing, and will perform differently 
across them. It’s important to understand which specific operations are most important to 
you when using the above formula. 

The price-performance ratio is a handy way of comparing different hardware options prior to 
purchase. Whilst other users, particularly technology enthusiasts, publicly document 
price-performance ratios for their hardware, these will seldom match your exact use case. 
That’s why we recommend that you clearly define what performance means to you, and 
manually calculate the price-performance ratios for your hardware shortlist. For example, if 
your workloads don’t include demanding AI-compute tasks, you’d be able to select more 
mid-tier CPUs.  

Price-performance ratio is a good start, but it doesn’t take other factors, such as installation 
and maintenance of the whole infrastructure, into account. When using Linux, you remove 
the cost of using proprietary software and free yourself up to use more cost-effective 
hardware – however you need to factor in the costs related to manual work and 
maintenance, and external support.  

That’s why it’s important to also factor in total cost of ownership (TCO). This evaluates both 
the initial cost and the ongoing expense of your Linux hardware infrastructure. The 
customization offered by Linux ensures that you can boost your hardware performance, 
minimize resource usage and lower support costs. 

The formula for TCO is: 

Purchase price + Implementation Costs + Operational Costs + Maintenance Costs ​
– Resale Value 

 

These two metrics (price-performance ratio and total cost of ownership) will give you a good 
indication of the relationship between cost and performance for your Linux hardware, taking 
into account everything we’ve discussed so far: your software requirements, distro choice, 
and hardware lifespan and lifecycle expectations.  
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Consider your wider software and 
hardware estate 

 
Your hardware is part of a wider story. Your choice of hardware will be influenced by the 
manufacturer’s lifecycle, but will have an influence upon the lifecycle of your infrastructure. 

Your hardware will work with other pieces of hardware as part of a larger whole. We’ve 
mentioned that you can prolong your hardware’s life through efficient resource allocation – 
this is because the overall infrastructure, with hardware pieces working together to scale 
and share resources, prolong the lifespan of these individual pieces of hardware. 

However, the relationship is two-way. So what’s the best way to ensure you make the right 
choice for your infrastructure? The answer lies in testing. 

Run pilot programs 
Whether you’re procuring Linux laptops or procuring hardware for an on-premise data 
center, you should always conduct a pilot before rolling out changes at scale. This is 
especially important when embarking on large-scale projects. 

This is often done as a “proof-of-concept”, in which a company commits budget to testing 
whether or not a proposal can work in real life, before then agreeing to roll it out more 
widely. 

This may seem obvious to some, however we’re again keen to highlight that just because 
Linux can work on most pieces of hardware, doesn’t mean you’ll get guaranteed 
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performance. The enhanced control your development team will have under Linux will mean 
that they are required to test things that would ordinarily be in the purview of proprietary 
vendors, such as: 

●​ Kernel testing 
●​ Device driver testing 
●​ Firmware testing 

Even the steps that are shared with proprietary systems, such as power management 
testing, will differ due to the tools and interfaces that your engineers will encounter. 
Therefore, running a pilot is not only good for your infrastructure, it is a good way to 
familiarize your developers and engineers with new processes and identify pinch points. 

After all, harnessing the flexibility and control that Linux hardware offers requires that your 
people have the knowledge, skills, and processes to take on the additional responsibilities 
that running Linux entails.  
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Conclusion 

In this guide, we’ve covered the key steps that organizations should take when procuring 
hardware for Linux. However, every organization has its own internal processes, so there are 
likely additional steps you will need to take.  

However, you should follow the cadence set out in this guide. Whilst it may be tempting to 
assume that Linux can be combined with any piece of hardware and “just work”, in reality a 
hardware-first approach would restrict your choice of distro, and therefore your support 
options. Additionally, it prevents your making the optimal choice for performance, and 
potentially increases the workload of engineering teams due to incompatibilities.  

The software-defined approach reflects the reality that customers depend on software to 
interact with businesses and public bodies, whilst new paradigms such as software-defined 
infrastructure (SDI), which can greatly improve overall infrastructure efficiency, require a 
software-first approach. After selecting your Linux distro and support model, you can create 
a shortlist of suitable pieces of hardware. Your software requirements should be clear, so 
that you can identify the hardware that will enable you to run it in a performant, satisfactory 
manner.  

We’ll reiterate here that pilot projects are very important. They serve as good 
proofs-of-concept when making the case for a transition to Linux, whilst also enabling 
engineers to familiarize themselves with a new way of working. Finally, it’s always important 
to be aware of the bigger picture in terms of infrastructure. Your hardware procurement 
does not exist in a vacuum, and pilot projects serve an important role in seeing how your 
new hardware fits into the existing stack you have. 

As the publisher of Ubuntu, Canonical aims to make Linux hardware procurement a 
straightforward, enterprise-friendly process. Ubuntu regularly ranks as the #1 Linux OS 
amongst developers, and serves as the most popular guest OS on public clouds. If you’re 
looking to select a distro for your Linux procurement journey, Ubuntu offers a mature 
software ecosystem and tested enterprise machinery, designed to make compliance, 
security, and device management simple and cost effective.  

Find out more by visiting ubuntu.com, or explore more detailed further reading below.  
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Further reading 

●​ Visit our directory of Ubuntu Certified Hardware 
●​ Discover the Ubuntu Security Guide 
●​ Download Ubuntu today 
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http://ubuntu.com
https://ubuntu.com/certified
https://ubuntu.com/server/docs/introduction-to-security
https://ubuntu.com/download


 © 2025 Canonical Ltd.  Ubuntu, Kubuntu, Canonical and their associated logos are 
the registered trademarks of Canonical Ltd. All other 
trademarks are the properties of their respective owners. 
Any information referred to in this document may change 
without notice and Canonical will not be held responsible 
for any such changes. 
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